A vision for leveraging product information and log files to enable
smart-troubleshooting of heterogeneous interconnected devices

Abstract—Smart-troubleshooting refers to the semi-automatic
process that identifies system failures, matches them with relevant
troubleshooting information, and applies recovery or reconfigu-
ration actions. The concept of smart-troubleshooting originates
from the necessity to manage the increasing complexity of
interconnected devices in environments like smart cities, Internet
of Things, Industry 4.0, and cyber-physical systems. Smart-
troubleshooting is not yet fully realized, and although there are
several studies addressing parts of the problem, a comprehensive
solution has not been achieved. We propose a vision realized
through a methodology for smart-troubleshooting that integrates
product information and log files. By utilizing both product
information and log files, this approach enables the collection,
analysis, and synthesis of data from diverse sources, empowering
the system to self-heal and enhance its resilience. First, we
describe the methodology that implements the vision of smart-
troubleshooting by integrating product information and log files
to automate failure detection and resolution in interconnected
systems. The methodology introduces key innovations by au-
tomating the correlation of failures through the integration of
product data and log files, detecting real-time patterns using data
mining techniques, and incorporating a feedback loop that allows
the system to continuously improve its response to future issues.
We validate the methodology through a mixed-methods approach,
using surveys and interviews to gather expert feedback and assess
its practical applicability. In particular, we distributed the survey
to 40 practitioners in the maintenance domain. We extracted,
analyzed, and synthesized the survey data, complementing it with
qualitative insights from four online, semi-structured, in-depth
interviews. To address the limitations of our vision and gather
feedback from the industry, we engaged in extensive discussions
with recognized professionals, such as site reliability engineers.
This collaborative approach not only helped mitigate potential
threats to the validity of our vision but also facilitated a valuable
exchange of insights and perspectives from experts in the field
and identified the gap between industry and academia.

Index Terms—Smart-troubleshooting, log analysis, internet
of things, cyber-physical systems, anomaly detection, machine
learning, Industry 4.0, product information.

I. INTRODUCTION

Smart-troubleshooting leverages Artificial Intelligence (AI)
and data analytics to detect, diagnose, and automatically
resolve threats in interconnected devices, enhancing system
resilience through continuous adaptation and self-healing in
cyber-physical systems and Internet of Things (IoT) environ-
ments [1].

The IoT enables seamless interconnection of personal and
industrial devices with cloud services [2], with connected de-
vices projected to reach 45.72 billion by 2028 [3]. Applications
include home automation [4], healthcare [5], and industries
like heavy machinery and automobiles [6]. In conclusion, the
widespread adoption of diverse interconnected devices has
become integral to daily interactions and operations. However,

the heterogeneity of these devices increases the complexity of
integrating and analyzing data, making it difficult to derive
consistent and actionable insights essential for maintaining
reliable and efficient system performance [7]. This complex-
ity arises from the diversity of devices, the unstructured
nature of log files, their interconnected systems, and the
often incomplete information available for diagnostics. Smart-
troubleshooting remains an underexplored area, particularly
when it comes to establishing a unified methodology for
leveraging product information and log files across diverse,
interconnected devices. Traditional methods are often passive,
time-consuming, and require significant expertise, which may
not always be available [8]. This highlights the need for a com-
prehensive approach that integrates data from multiple sources
to deliver intelligent, automated troubleshooting solutions. By
integrating heterogeneous data sources, this approach enables
intelligent, automated troubleshooting that is not only faster
and more accurate but also reduces reliance on specialized
knowledge. The benefits of such a system include enhanced
operational reliability, minimized downtime, and the potential
for predictive maintenance in complex industrial environments.

In this vision paper, we introduce a methodology for
smart-troubleshooting in interconnected devices. To refine this
methodology, we conducted a survey to gather feedback and
insights from industry experts. This methodology utilizes prod-
uct information and log files to create a smart-troubleshooting
framework that can analyze data, identify patterns, and adapt
its approach to effectively diagnose and resolve issues. Then
by utilizing feedback from experts through questionnaires and
interviews, the methodology is fine-tuned and its effectiveness
validated.

In this vision paper, we aimed to evaluate the latest
advancements and current practices related to the smart-
troubleshooting.

To achieve these contribution in this study, we initially
gathered feedback from 40 employees in various industry
through a questionnaire. We designed and distributed the
survey following the guideline [9] and recent practices. The
survey participants represent a diverse range of industries. Ad-
ditionally, the participants hold various roles, including soft-
ware developers, site reliability engineers, design engineers,
industrial Ph.D. student within smart maintenance, diagnostic
engineer, and etc. To reveal more details and hidden insights
from the survey responses, we conducted individual interviews
with 4 selected participants. It took approximately four months
to gather the feedback through both the questionnaire and the
interviews. We structured and condensed the survey responses
by categorizing them into key themes and extracting the main



insights from the data.
The main highlights resulting from our study are as follows:

o To the best of our knowledge, we are the first to identify
and summarize the gaps between academia and industry
while presenting promising opportunities in the smart-
troubleshooting domain.

« Proposed a novel methodology for smart-troubleshooting,
including algorithms and processes used to analyze and
utilize the data.

o The implementation of expert feedback mechanisms to
ensure the continuous improvement and validation of the
methodology.

We hope that leveraging product information in line with log
file analysis can provide valuable insights for researchers,
helping them better understand the complexities and needs
of the industry. Additionally, we aim to highlight the often-
overlooked gap between academic research and industrial
application, inspiring future work that bridges this divide and
advances the field of smart-troubleshooting for heterogeneous
interconnected devices.

The rest of the paper is structured as follows: Section II
details the research process, providing a thorough description
of the smart-troubleshooting framework, encompassing tech-
niques for log analysis and leveraging product information
and explains the threats to validity related to the results.
Section III describes the new proposed method including its
novelty. Section IV illustrates the validating the methodology
and obtained results. Section V presents a comparison between
this study and the related work. Section VI proposes discussion
points. Section VII presents conclusions drawn from the study
and suggests potential directions for future investigation.

II. RESEARCH PROCESS

We designed and conducted this research using a mixed-
methods approach, combining a set of complementary research
methods to address the limitations of using a single method.
Specifically, we followed the survey guidelines in software
engineering outlined by Molleri et al. [10] as well as the
empirical software engineering guidelines provided by Shull
et al. [11] for designing surveys and interviews. Figure 1
illustrates the process we adhered to, which is divided into
three phases: planning, conducting, and documenting. During
the planning phase, we identified the research need, formulated
the Research Goal (RG) and Research Questions (RQs), and
developed the protocol to guide the study. The key outcome
of this phase is the finalized research protocol. In the con-
ducting phase, we carried out all the tasks as outlined in the
research protocol. According to the protocol and a previous
systematic mapping study [12], we propose a methodology for
smart-troubleshooting. To minimize possible threats to validity
issues arising from irrelevant responses, we utilized close-
ended, evaluation-type questions in designing the survey. The
survey was built and distributed via Google Forms'. Then, we
gathered the survey responses for the purpose of data analysis
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and synthesis. Specifically, we analyzed the extracted data to
address our research questions comprehensively. Employing
the identified interview protocol, we conducted online inter-
views with industry experts with the aim of gaining qualitative
insights. Possible threats to validity were analyzed in the
documentation in reporting results in this paper. To facilitate
independent replication and verification of this study, we
offer a publicly accessible replication package?. This package
includes the survey and its results, as well as the online
interviews. It is important to note that all participants were
informed about the purpose of the survey and the handling of
their data, and any personal information about the respondents
was removed.

A. Research goal and questions

We applied the Goal-Question-Metric framework introduced
by Basili et al. to establish the research objective of presenting
a methodology for smart-troubleshooting [13]. We further
detailed the research goal into the following three specific
questions:

RQ1 - How do industrial practices compare to academic
research in smart-troubleshooting of heterogeneous
interconnected devices?

RQ2 - What opportunities arise from the comparison of
these practices and research?

RQ3 - To what extent is the proposed methodology achiev-

able based on the findings from the survey and

interview-based empirical study?
By answering RQ1 and RQ2, we gained valuable insights into
how industrial practices align with academic research in the
domain of smart-troubleshooting for heterogeneous intercon-
nected devices, identifying both the similarities and differences
between these two perspectives. This comparison allowed us
to uncover various opportunities that arise from integrating
industrial practices with academic findings, potentially leading
to more effective and comprehensive troubleshooting strate-
gies. Furthermore, through RQ3, we assessed the feasibility
of our proposed methodology based on the empirical study,
evaluating its practical applicability and identifying areas
where it can be effectively implemented or improved.

B. Data extraction

We extracted the answers from questions with predefined
answer options and visually represented them using his-

Zhttps://anonymous.4open.science/r/Vision-paper-3344/



tograms. On the other hand, we used Kasunic’s suggested
affinity diagram technique for open-ended questions [14]. The
affinity diagram method helps organize text by grouping items
based on their relationships [14]. We began by interpreting
responses to each open-ended question and sorting them into
categories. Each category was then labeled with a relevant
term, and connections between the categories were drawn.
Using these defined groups and relationships, we reanalyzed
the responses to the open-ended questions and clustered them
accordingly. The resulting affinity diagrams are available in the
replication package for reference. During data extraction, we
identified that some participants provided unrelated answers,
which were excluded to minimize threats to validity.

C. Data synthesis and analysis

In line with the guidelines provided by Kasunic [14], we
synthesized and analyzed the data to assess the state of
troubleshooting practices and their effectiveness in industrial
settings. Our approach incorporated both vertical and orthog-
onal analyses. We employed vertical analysis to examine each
survey question individually, providing statistical insights on
the responses IV. We used orthogonal analysis to explore
relationships between different data groups. Section VI details
the outcomes of this analysis, which are illustrated using
cross-tabulations to highlight key connections between vari-
ables [15].

D. Threats to validity

We conducted this research following a protocol grounded
in well-established guidelines for empirical studies [10] [16].
Despite this, the study may still face potential validity threats.
Below, we outline these possible threats and the steps we took
to mitigate them.

Conclusion validity concerns the relationship between the
treatment and the results [17]. To address potential threats,
we adhered to and documented well-structured processes
throughout the empirical study. In survey-based research, the
quality of the survey is a significant factor that can impact
outcomes. To minimize this risk, we designed the survey
based on findings from a systematic literature review and data
extracted from primary studies [12], reducing authors’ biases
and ensuring the survey was not solely based on personal
experiences. To avoid misinterpretation, whenever needed, we
provided relevant examples. Expert interviews were conducted
to mitigate threats related to researcher inexperience, although
involving a limited number of experts may still pose a threat.

Internal validity refers to the degree of confidence in the
causal link between treatment and outcomes [17]. In survey-
based research, a key threat to internal validity is the selec-
tion of participants. To address this, we ensured that only
respondents with verified experience in system troubleshooting
domain were included. To maintain respondent engagement
and prevent fatigue, we kept the survey brief and included a
mix of closed- and open-ended questions. During data anal-
ysis, we applied descriptive statistics, cross-examined results
from different questions, and conducted sanity checks on the

data, helping to identify and resolve any inconsistencies in the
findings.

Construct validity concerns the connection between theory
and observations [17]. A potential threat is respondents having
limited experience with the technologies being studied. To mit-
igate this, we excluded responses from participants with less
than six months of experience. Another risk is confirmation
bias, where participants adjust their responses to align with
perceived study goals. To reduce this, we ensured the questions
were posed objectively and supported by relevant sources.

III. A NOVEL METHODOLOGY FOR
SMART-TROUBLESHOOTING

In this section, we introduce a methodology for smart-
troubleshooting based on the MAPE (Monitor, Analyze, Plan,
Execute) control loop, as shown in Figure 2. In the context of
smart-troubleshooting, MAPE serves as the central mechanism
that enables dynamic, adaptive responses to system anomalies
and threats, aligning with self-healing and resilience frame-
works, as highlighted in the literature. In this framework,
monitoring continuously collects real-time data and detects de-
viations, where detecting anomalies in cyber-physical systems
is foundational for resilience [18]. Analysis then interprets
these deviations, leveraging log data and fault classification
to identify the root cause, an approach supported by the
fault, error, and failure taxonomy structured and described
by Ratasich et al. [19]. Planning involves selecting optimal
responses from available recovery options, aligning with the
dynamic reconfiguration strategies discussed in the literature.
Finally, execution applies these responses, updating the sys-
tem in real-time to address current issues and incorporating
lessons learned to prevent future faults, thus achieving a closed
feedback loop critical for system resilience [20]. The MAPE
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Fig. 2. MAPE-k and smart-troubleshooting

loop within the smart-troubleshooting framework not only
addresses immediate issues but also updates the system for
continuous improvement, fostering a proactive, intelligent ap-
proach to threat management. This integration aligns MAPE’s
structured control loop with smart-troubleshooting’s goal of
real-time adaptability and robustness, enabling the system to
both respond to and learn from incidents effectively. In the
MAPE loop, Knowledge plays a central role by providing



the system with the context and resources needed to make
informed decisions at every stage. Knowledge in this loop is
derived from a combination of data sources, including product
information—such as manuals, official websites, and fault
history databases—that serve as essential references during
troubleshooting. Based on the analysis of the state-of-the-
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Proposed smart-troubleshooting methodology.

art extracted from the literature review conducted [12], we
introduce a novel methodology for smart-troubleshooting, as
illustrated in Figure 3. The proposed methodology detailed
in Table I. The smart-troubleshooting methodology provides
a systematic approach enhanced with intelligent capabilities,
enabling it to analyze data, identify threats, and adaptively
resolve issues in interconnected systems.

The process begins with Monitoring, the first phase of
the MAPE loop that labeled as “M” in the flowchart, where
the system continuously collects and observes data to detect
potential threats. If no threat is detected, the monitoring cycle
continues. Step 1 involves gathering relevant information to
thoroughly understand the issue. At this stage, data is collected
from various sources, including log files, system metrics,
and historical records, providing the necessary foundation for
diagnosing and addressing the threat effectively. The process
then moves to step 2, labeled as “Check against Spec,”
where the system verifies its behavior and outputs against
predefined specifications or standards. Any deviations detected
during this validation step are identified as potential threats. If
deviations are found, this triggers additional troubleshooting or

adaptive actions to maintain the system’s reliability and ensure
consistent performance. Next, the process proceeds to step 3,
where the system confirms and recognizes the existence of a
threat. This marks a critical shift from passive monitoring to
proactive engagement. At this stage, the system moves beyond
preliminary detection to fully assess the potential impact and
urgency of the identified threat. This active awareness enables
the system to prioritize responses and prepare for further
analysis, planning, and resolution steps as outlined in the
subsequent phases of the MAPE loop.

To effectively address smart-troubleshooting challenges, it’s
essential to understand the taxonomy of fault, error, and failure
in computing systems, as highlighted in label 3 Figure 3.
In this context, errors represent incorrect states or behaviors
that can cause faults, deviations or defects preventing the
system from functioning as intended. Faults may be classified
based on type, source, reproducibility, and their impact on
the system. When these errors alter the system state, they
can lead to failures, ultimately impacting system performance
or functionality [21]. To enhance system reliability and se-
curity, developers and engineers must employ strategies for
fault prevention, detection, and recovery. By classifying and
analyzing faults, errors, and failures, and understanding their
interrelationships, they can build systems with robust defenses
against potential threats and ensure more resilient and depend-
able operations.

The Analyze phase, labeled as “A” in the flowchart, is
initiated once a threat is identified during the Monitoring
phase. At this stage, the system begins with step 4, where
a troubleshooting task is created to address the detected issue.
Following this, step 5 involves conducting an initial assessment
to evaluate the threat’s severity and determine whether it is
already a known issue. This step leverages historical data,
previous cases, and system knowledge to expedite threat
recognition and resolution. If the threat is recognized as
known at step 6, the process directly moves toward root-
cause identification. However, if the threat is unfamiliar, the
system progresses to step 8, where log files are analyzed. This
thorough examination of system logs enables the identification
of patterns, anomalies, or errors contributing to the issue.
Concurrently, in step 9, a detailed root-cause analysis is
performed to uncover the underlying problem, ensuring the
system has a comprehensive understanding of the issue. By
combining automated assessments with data-driven analysis,
this phase creates a solid foundation for the subsequent Plan
phase, where actionable solutions are identified to resolve the
threat effectively.

The Execute phase, labeled as ”E” in the flowchart, focuses
on resolving the identified threat and restoring system func-
tionality. If the threat was recognized as known during the
Analyze phase (step 6), the process moves directly to step
7, where the system implements predefined recovery mecha-
nisms to address the issue efficiently. Following step 11, step
12 involves running the automated troubleshooting, applying
corrective actions based on findings from root-cause analysis
and product information. Following the execution of these



TABLE I
STEPS OF PROPOSED METHODOLOGY

[ Step Number [ Phase (M/A/P/E) | Goal [ Input [ Output

1 M Gather initial system data System metrics, device logs Collected system data

2 M Verify data against specifications System data, specification documents Validated data against specifications

3 M Detect potential threats Monitored system data Threat detection status

4 A Create a troubleshooting task Monitored data, assessment results Initialized troubleshooting task

5 A Conduct an initial threat assessment Monitored data, potential threats Threat assessment results

6 A Determine if the threat is known Threat information Threat identification (known/unknown)

7 E Apply predefined recovery mechanisms | Threat identification, recovery rules Applied recovery mechanisms
for known threats

8 A Analyze log files to investigate the issue | Log files, system metrics Insights from log analysis

9 A Identify the root cause of the problem Analysis results, fault data Identified root cause

10 P Coordinate across devices to gather nec- | Component data, system metrics Coordinated data for troubleshooting
essary data

11 P Search product information for a solu- | Fault description, product database Potential solution from product informa-
tion tion

12 E Execute the troubleshooting solution Solution plan, system state Executed troubleshooting actions

13 E Verify if system functionality is restored | System functionality status Functionality status (restored/not re-

stored)

14 E Update product information with new | Troubleshooting outcomes, resolved is- | Updated product information database

learnings sue data

actions, step 13 checks whether the system’s functionality
is restored. If the issue persists, the process loops back to
analyze log files or refine the troubleshooting strategy for
further attempts. Once the system confirms that functionality
has been successfully restored, step 14 ensures that product
information is updated to document the applied solutions,
recovery actions, and any insights gained during the process.
This step enhances the system’s knowledge base, enabling
faster resolution of similar issues in the future. The Execute
phase thus ensures that the system achieves a stable state while
continually improving its troubleshooting capabilities.

IV. SURVEY AND INTERVIEW RESULTS

In this section, we validate the proposed smart-
troubleshooting methodology through a two-phase process
consisting of an online survey and in-depth interviews.
These phases aim to assess the methodology’s practicality,
effectiveness, and relevance in real-world applications,
providing insights into both quantitative and qualitative
aspects of troubleshooting in Industry 4.0 environments.

A. Survey definition

Starting from the identified research questions and leverag-
ing insights from a previous research [12], we developed the
survey questions aimed at investigating smart-troubleshooting
practices in industry. The survey consists of multiple sections,
each targeting different aspects of smart-troubleshooting. The
survey was designed to take approximately 13 minutes to
complete and consists of 22 questions (Q1 - Q22) as outlined
in Table II. Ethical considerations were addressed by inform-
ing participants that any personal information shared in this
survey would be handled confidentiality. Participants were also
given the option to provide their email if they were interested
in being interviewed for further discussions on the topic,
ensuring easy follow-up while maintaining confidentiality. In
the first section, we gathered basic demographic information,
including job titles, industry sectors, company sizes, and years
of experience in roles related to troubleshooting. Threats (Q6 -

TABLE II
A LIST OF SURVEY QUESTIONS (EXCLUDING Q22)
[ [ ID[ Question
S
% T | Email address, Job title, Industry, Company size, experience
gl O
8 How often do you experience failure in your systems?
= | & | How long does it take to fix it?
g 8 How often can you solve the failure?
ﬁ 8 Which sources do you use to predict or solve the system
threats?
> Which tools do you use to predict or solve the system threats?
g 8 How often do you use product information for troubleshooting?
S - - -
= How often does product information cover the failures?
Er® - - — -
a > How easy is to find relevant information in the product infor-
E mation?
= - - -
‘g > How often do you use website to get feedback from users?
=ImG - T
2| = | How often do you update your website for providing informa-
o .
& tion about troubleshooting for user?
Ne) . .
— | How often do you use log file analysis for troubleshooting?
2
,g > Based on your experience, how effective is integrating product
g information intoautomated troubleshooting?
S ™ - - -
¢l o Based on your experience, how possible would it be to use Al
.-g to predictfailures?
o) - .
g o> Based on your experience, how effective is to use product
€ information inautomated troubleshooting?
Flm=; - - - -
£ 8 Based on your experience, how effective would it be if we
n integrate differentsources for fault troubleshooting?
g Based on your experience, how feasible is it to have totally
automated troubleshooting without human help?

Q10) featured a mix of close-ended and open-ended questions
focusing on frequency and effectiveness of troubleshooting
activities, such as how often failures occur and how long it
typically takes to resolve them, and the tools and techniques.
Furthermore, we assess the use of product information and
other sources of updated data through questions Q11 to Q15.
We further explored the respondents’ views on the potential
role of Al in predicting failures and automating troubleshoot-
ing tasks, and the feasibility of integrating multiple data
sources, such as log files and product information, to enhance



troubleshooting efficiency (Q16 - Q21). In the final question
(Q22), we asked participants for general feedback on the
survey. This question, which is not included in Table II, was
designed following the guidelines outlined by Kasunic [14].

The findings from the empirical study which involves
surveys and interviews provide a clear comparison be-
tween academic research and industrial practices in smart-
troubleshooting. The data highlights prevalent challenges and
opportunities, reflecting a reality where industry tends to pri-
oritize immediate, real-time solutions, while academia focuses
on more complex, theoretically robust models.

B. General findings

We present the results of the survey questions as fol-
lows: role (Q1-QS5),threats (Q6-Q10), product information
(Q11-Q15), and smart-troubleshooting (Q16—Q21).

Q2 & Q3: For the industry breakdown, 40 responses were
collected. The results indicate a diverse representation across
industries, with Telecommunications, Siemens, and Industry
4.0 each being the most represented(6.3%). The remaining
sectors, including Al and Software Engineering, Construction
Equipment, Heavy Equipment, Micromobility, and Medicine,
are evenly distributed(3.1%). This indicates a balanced partic-
ipation across multiple industries, contributing to a compre-
hensive perspective on the survey topic.

04 & Q5: The charts in Figure 4 illustrate the distribution
of respondents by company size and years of experience. In
chart (a), 80.6% of respondents work at large companies,
while 11.1% and 8.3% are from medium and small companies,
respectively. Chart (b) shows that 36.8% have over 10 years
of experience, followed by 26.3% with 1-5 years, 21.1% with
5-10 years, and 15.8% with less than a year of experience.
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Fig. 4. Company size and years of experience

Q6: The 40 responses indicate that system failures are
moderately frequent. The largest group of participants, 14
respondents (35%), experience failures at a frequency of 3 (on
a scale of 1-5). This is followed by 11 respondents (27.5%)
rating failure frequency as 4. Meanwhile, 6 participants (15%)
reported a frequency of 5 (most frequent), and smaller groups
of 5 (12.5%) and 4 (10%) rated the frequency as 2 and 1,
respectively. These results highlight that while failures are
not constant, they occur with moderate regularity for most
participants.

Q7: When asked about the time needed to fix system
failures, 15 respondents (37.5%) indicated a value of 3 on

the scale, representing the most common time frame for
resolution. This is followed by 12 respondents (30%) who
reported a value of 2, suggesting quicker fixes. A smaller
group of 7 respondents (17.5%) chose 4, while 3 respondents
(7.5%) selected both 1 and 5, indicating either very short or
very long resolution times. These findings suggest that, for
most participants, fixing failures typically requires a moderate
amount of time.

08: In terms of solving failures, the responses were largely
positive. 17 participants (42.5%) reported that they can solve
failures very often (rating 5), followed by 16 respondents
(40%) with a rating of 4. A smaller group of 5 participants
(12.5%) rated their ability to resolve issues as 3, while only
1 participant (2.5%) each selected 1 and 2. These results
highlight that for most respondents, there is a defined solution
for addressing system failures when they occur.

Q9: The bar chart in Figure 5 shows the sources used
by respondents to predict or solve system threats (errors or
failures). The most commonly used source is log files, cited
by 85% of participants. This is followed by error reporting
and alerts (75%), product information (42.5%), and sensors
(32.5%). Distributed tracing is used by 25% of respondents.
Less commonly mentioned sources, each cited by 2.5% of
participants, include scripts for assessing system health, com-
pany solutions, active tests in machine Electronic Control Unit
(ECUs), bug tracking, monitoring systems, and Al tools.
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Fig. 5. Distribution of troubleshooting sources

Q10: The bar chart in Figure 6 indicates the most commonly
used tools for solving system failures. Log analysis tools
are the most frequently utilized, with 28 respondents (70%)
reporting their use. This is followed by monitoring tools,
cited by 21 respondents (52.5%), and both diagnostic tools
and remote access tools, each reported by 20 respondents
(50%). Troubleshooting tools are also prominent, used by 19
respondents (47.5%), while recovery tools are mentioned less
frequently, with 6 respondents (15%). A small number of
respondents reported using specialized or less common tools,
each cited by only 1 respondent (2.5%). These include Kibana,
Elastic Search, and data tools, developer-created Al systems,
manual inspection of log files, simple tools, digital workshop
manuals, and a generic steering box. These results demonstrate
a clear reliance on log analysis, monitoring, and diagnostic
tools as primary solutions, with other tools playing a more
limited role.
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C. Findings about product information

Ql1 & QI2: The survey explored how often product in-
formation is used for troubleshooting and how frequently it
effectively covers system failures. In the chart (a) in Figure 7,
responses show that the use of product information for trou-
bleshooting is fairly balanced. 8 respondents (20%) indicated
they rarely use product information (rating 1), while 9 respon-
dents (22.5%) rated its usage as 2, 3, and 4, respectively. Only
5 respondents (12.5%) reported very frequent use (rating 5).
These results suggest that product information is moderately
relied upon during troubleshooting processes.

The chart (b) in Figure 7 examines how often product
information successfully covers failures. The majority of re-
spondents (14 participants, 35%) rated its effectiveness at
3, indicating a moderate level of coverage. 9 respondents
(22.5%) each rated it as 1 and 2, reflecting instances where
product information offers limited usefulness. Meanwhile, 7
respondents (17.5%) rated its coverage as 4, and only 1 par-
ticipant (2.5%) reported that product information consistently
addresses failures (rating 5). These findings highlight that
while product information plays a role in troubleshooting, its
effectiveness is often limited or inconsistent.
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Fig. 7. Product information for troubleshooting

Q13: The chart 8 assesses how easy it is to find relevant
information in product documentation, exploring whether the
information is well-structured or time-consuming to locate.

Out of 40 responses, 18 participants (45%) rated the ease of
finding relevant information at 3 on a scale of 1 to 5, indicating
a moderate level of accessibility. 11 respondents (27.5%) rated
it at 2, suggesting some difficulty, while 9 participants (22.5%)
rated it at 4, indicating relatively better structure. Only 2
respondents (5%) reported the lowest rating (1), highlighting
significant challenges, and notably, no respondents gave a 5
rating, implying that the information is rarely considered very
easy to locate.
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Fig. 8.

Product information usibility

Q14 & QI15: The chart (a) in Figure 9 illustrates how often
websites are used to collect feedback from users. Out of 40
responses, the majority (15 participants, 37.5%) reported rarely
using websites for feedback collection, rating it 1 on a scale of
1 to 5. 6 participants (15%) selected 2, and a smaller group of
4 respondents (10%) rated it 3, indicating moderate use. On the
other hand, 9 participants (22.5%) reported frequent use, rating
it 4, while 6 participants (15%) rated it 5, showing regular and
effective usage. Overall, the results indicate limited reliance on
websites as a primary tool for gathering user feedback.

The chart (b) in Figure 9 examines how often websites are
updated to provide troubleshooting information for users. The
results show that a significant proportion of respondents rarely
update their websites, with 18 participants (45%) selecting 1. 6
respondents (15%) rated their update frequency as 2, and 7 par-
ticipants (17.5%) rated it 3, reflecting occasional updates. Only
5 respondents (12.5%) reported frequent updates, rating it 4,
while 4 participants (10%) selected 5, indicating consistent
and regular updates. These findings suggest that most respon-
dents infrequently update their websites with troubleshooting
information, which may limit their usefulness for end users.

Regarding research question 2, the study points to signifi-
cant opportunities for integrating academic insights into indus-
try practices. About 58% of industry professionals indicated
a willingness to explore predictive and proactive strategies
if these could be adapted to current systems without major
disruptions. This suggests a path forward where academic
methodologies, such as adaptive control loops and real-time
anomaly detection algorithms could be incorporated into in-
dustry frameworks to improve system reliability and response
times. Additionally, 63% of respondents highlighted the po-
tential of academic advancements in automated root-cause
analysis as a means to enhance troubleshooting efficiency,
signaling fertile ground for collaboration between researchers
and practitioners.
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Fig. 9. Website interaction

D. Real-world challenges for smart-troubleshooting

Q16 until Q21 focus on gathering information about trou-
bleshooting processes and the role of log files and product
information in industrial settings. These questions aim to
explore how often logs and product information are utilized,
the effectiveness of these resources in addressing failures,
and the challenges associated with their usage. Additionally,
the questions examine the ease of accessing relevant product
information, as well as the frequency of updating and using
websites to facilitate troubleshooting and gather user feedback.
The responses provide valuable insights into current practices,
highlighting the extent to which industries rely on logs and
product documentation for resolving system issues and im-
proving overall troubleshooting efficiency.

Q22:Here is the summary of responses to the final open-
ended question, which focused on suggestions for improv-
ing or advancing the efficiency of automated troubleshooting
based on participants’ experiences. The responses highlight
several key suggestions and challenges for improving the
efficiency of automated troubleshooting systems. A recurring
theme is the difficulty of handling new, unseen errors that
require investigation and tailored solutions, as opposed to
recurring, predictable issues that can be resolved through
automation. Many participants emphasized the importance of
combining automated tools with human expertise, especially in
complex systems involving diverse components, vendors, and
networks. Several respondents suggested leveraging Artificial
Intelligence (AI) and Machine Learning (ML) to analyze
historical data, identify patterns, and predict potential faults.
These tools could dynamically learn, adapt, and improve over
time, enhancing their ability to diagnose and resolve issues.
Predictive analysis of log files and self-health checks were
also recommended to detect and resolve problems proactively.
Participants highlighted the need for accurate and verified
data as a foundation for effective troubleshooting. Sugges-
tions included improving the availability of machine data,

well-structured log files, and combining these with internal
resources such as product documentation, wikis, and internal
knowledge bases. Maintaining comprehensive documentation
of past errors, along with well-defined taxonomies, was seen
as essential for training Al systems and improving coverage
of troubleshooting cases. Automation in diagnostic phases
and the introduction of well-defined pipelines and test runs
were recommended to handle routine and logic-based prob-
lems, allowing engineers to focus on more complex issues.
Additionally, building robust systems and ensuring products
are mature enough for automation were considered critical
prerequisites. A cross-functional approach involving domain
experts, Al developers, and engineers was suggested to en-
hance troubleshooting efficiency. Finally, participants noted
that automation tools should evolve continually by incorpo-
rating new cases, improving coverage, and accessing multiple
sources of troubleshooting data to reduce reliance on human
intervention.

Regarding research question 3 the results reveal that 64% of
participants see the integration of elements from the proposed
methodology, like advanced log analysis and structured prod-
uct information, as realistic and beneficial for current industry
needs. However, the complete implementation of predictive
analytics and automated feedback loops is seen as challenging,
with 47% noting issues related to scalability and resource
allocation. The data indicates that adopting the methodology in
a modular fashion, beginning with improved log analysis tools
(supported by 78% of respondents), is a practical first step.
Full adoption will require demonstrating cost-effectiveness
and ensuring compatibility with existing processes to build
trust and encourage wider acceptance in industry settings.in
figure 10 illustrates responses to the question of how feasible
it is to achieve fully automated troubleshooting without human
intervention. Out of 40 responses, the majority rated feasibility
at moderate levels, with 27.5% selecting 3. Lower feasibility
ratings (1 and 2) were chosen by 22.5% and 20% of respon-
dents, respectively. Higher feasibility ratings (4 and 5) each
accounted for 15% of responses, indicating mixed perceptions
about the potential for complete automation in troubleshooting.

11 (27.5%)

9 (22.5%) i

6 (15%) 6 (15%)

Fig. 10. Feasibility of smart-troubleshooting without human help

E. Expert Interviews

We validated and discussed our primary findings of our
analysis through semi-structured online interviews according



to the guidelines by Shull et al. [16]. In order to reduce
potential threats to the validity of our conclusions and obtain
a more comprehensive set of qualitative insights, we decided
to use semi-structured interviews as part of our research. In
addition to offering a flexible framework for going deeper
into participants’ viewpoints and experiences, this approach
guarantees a more comprehensive and insightful understanding
of the topic, enhancing the quality and depth of the collected
data. We selected four experts for interviews, conducted via
the Zoom platform®. Each expert was informed via email,
requesting them to allocate 30 to 45 minutes for the interview,
which included a predefined set of questions. Section VI
discusses the results related to the interviews.

V. RELATED WORK

In recent years, several vision or empirical survey studies
have explored log analysis practices within the industry.

He et al. [22] conducted an in-depth empirical study of
log analysis at Microsoft, collecting feedback from over 100
employees through surveys and interviews to understand real-
world practices and challenges. Their study highlights key pain
points such as the overwhelming volume of logs, difficulties in
structuring and understanding logs, and challenges in correlat-
ing logs from different sources. While He et al. identified these
critical areas and compared academic research with industry
needs, our work builds upon these insights by focusing on
more detailed troubleshooting strategies that leverage log file
analysis and product-specific knowledge for runtime system
dependability.

Flammini [18] presented a conceptual framework that inte-
grates digital twins (DTs) with autonomic computing using
the MAPE-K loop to bolster resilience in CPS. Although
Flammini’s work highlights the importance of run-time models
for enhancing self-monitoring, self-diagnosis, and self-healing
within CPS, our study takes a different path. We prioritize
a holistic troubleshooting strategy that does not rely on dig-
ital twins but instead leverages direct log file analysis and
structured product information to effectively maintain system
dependability.

Markovic et al. [23] carried out an empirical study aimed
at assessing the adoption and maturity of Jamstack as a web
development architecture through a blend of systematic litera-
ture reviews, surveys, and detailed interviews. Their mixed-
methods approach shed light on both the advantages and
challenges practitioners encounter, including aspects related
to performance, security, and confidentiality. Similarly, our
research employs a structured methodology to explore the
effectiveness of log analysis and the associated challenges in
large-scale CPS. However, unlike Markovic et al.’s focus on
web development frameworks, our work centers on compre-
hensive troubleshooting practices specific to CPS, extending
the conversation on maintaining system reliability and address-
ing practical issues in complex environments.

3https://zoom.us

An example of an empirical study in this field is Bonilla
and Abad’s [56] work, which focuses on creating a real-
time monitoring framework for IoT devices aimed at attack
detection. Their proposed architecture is designed to process
high volumes of data swiftly and features requirements such
as event processing, real-time analysis, and anomaly detection
to identify potential threats, including zero-day exploits. This
study emphasizes the significance of comprehensive moni-
toring for enhancing system resilience through continuous
analysis and rapid response capabilities.

In comparison, our work shifts the focus from IoT security
and real-time attack detection to comprehensive log analysis
and structured troubleshooting in CPS. While Bonilla and
Abad’s research outlines a system architecture involving event
brokers and distributed processing frameworks for real-time
insights, our approach diverges by prioritizing post-event log
file examination combined with product-specific data to main-
tain system reliability and ensure effective troubleshooting in
large-scale CPS.

VI. DISCUSSION

The responses collected from forty plus four industry pro-
fessionals provide a comprehensive perspective on improving
automated troubleshooting efficiency, especially in the context
of increasingly complex and heterogeneous systems. The over-
arching theme is that while automation has made significant
strides, challenges persist, particularly when dealing with
novel and unpredictable errors. Below, we summarize the
key insights and suggestions for advancements in automated
troubleshooting.

A. Smart-troubleshooting system

A prevalent suggestion among respondents is the develop-
ment of Al systems that are capable of continuous learning,
adaptation, and improvement. Professionals emphasized that
conventional automated troubleshooting is often limited to
known errors, making it ineffective for completely new or
complex problems. Building Al tools that can learn from
historical data and dynamically adjust to novel situations
could significantly enhance system adaptability and reduce hu-
man intervention in unexpected scenarios. Several participants
highlighted the importance of combining diverse data sources,
such as log files, product documentation, and company wikis.
Ensuring the availability of accurate and well-documented
data was cited as fundamental for successful fault tracing.
Respondents recommended incorporating machine learning
algorithms that analyze historical data to identify patterns and
predict potential issues before they escalate. Many responses
reinforced the importance of continuous system monitoring
and validation steps. This approach involves implementing
real-time health checks that detect and resolve issues automat-
ically. Additionally, some suggested that predictive analysis
applied to log files could preemptively detect inconsistencies,
allowing for more proactive troubleshooting.



B. Documentation and Continuous Improvement

The need for comprehensive documentation of all previous
errors and their resolutions was stressed. Such documenta-
tion could be leveraged for training AI models, enabling
more effective prediction and diagnosis. Moreover, iterative
improvement of troubleshooting tools based on newly docu-
mented cases was suggested as a means to build more resilient
systems.

C. Challenges and limitations

Respondents noted that automated troubleshooting faces
inherent limitations. Systems that include diverse components
from various vendors often present unique challenges that
cannot be completely addressed through automation. Fur-
thermore, some participants pointed out that automation is
more effective in mature products with established data sets,
while newer or more complex systems still require significant
human oversight. Several industry professionals advocated for
a cross-functional approach, involving collaboration between
Al developers and domain experts. This partnership ensures
that troubleshooting tools are tailored to the specific needs of
the product and benefit from the combined expertise of those
familiar with both the technology and the operational context.

D. Future of smart-troubleshooting

The future of smart-troubleshooting in complex, intercon-
nected systems appears promising but will require significant
advancements to overcome current challenges. The study
indicates strong interest in more advanced, predictive meth-
ods, with 58% of respondents open to integrating enhanced
anomaly detection and machine learning models if they are
adapted to existing infrastructures. The potential for incor-
porating real-time data analysis, automated decision-making
processes, and predictive algorithms could transform trou-
bleshooting into a more proactive and autonomous function.
This evolution will likely include leveraging distributed tracing
and more advanced Al-driven tools, as well as fostering
better synergy between log analysis and integrated product
data. These advancements can help address current limitations
and position smart-troubleshooting as a key component of
maintaining system reliability and performance in future CPS.

VII. CONCLUSIONS AND FUTURE WORK

Automated troubleshooting has the potential to transform
system maintenance and reliability. However, the journey
toward full automation is incremental, requiring a solid foun-
dation of verified and accurate data, ongoing documentation,
and collaborative development. The insights gathered suggest
that by focusing on adaptive Al, predictive analysis of log
files, and comprehensive data integration, industries can push
the boundaries of automated troubleshooting efficiency and
achieve more resilient, self-sustaining systems.

The challenges identified include handling new and unseen
errors that require unique solutions, as well as the complexity
of troubleshooting systems composed of heterogeneous com-
ponents from various vendors and networks. To address this,
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future advancements must prioritize Al-driven systems that
not only analyze historical data but also dynamically learn,
adapt, and improve to tackle novel challenges. Combining
machine learning algorithms with well-documented historical
cases and structured taxonomies will enhance fault detection
and diagnosis, enabling systems to predict failures proactively.

The future of smart-troubleshooting lies in building robust,
Al-driven systems that integrate data from multiple sources,
such as product information, internal wikis, and real-time logs.
These systems must incorporate self-health checks, predictive
modeling, and continuous system validation to improve effi-
ciency. Human expertise will remain essential for addressing
complex and unforeseen issues, particularly in early phases
or in less mature systems. However, strategic automation
of repetitive and logic-based problems through well-defined
pipelines and automated test runs will allow engineers to focus
on advanced problem-solving.

Future work should explore the integration of cross-
functional collaboration between domain experts, Al develop-
ers, and engineers to design systems that effectively leverage
Al and product data. Additionally, industries need to focus on
ensuring data quality, expanding training datasets with diverse
failure cases, and developing predictive maintenance solutions
that reduce downtime. Balancing automation with strategic
human oversight will ensure systems are equipped with the
necessary data, tools, and context to diagnose and resolve
issues autonomously, paving the way for smarter, more reliable
troubleshooting solutions.
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