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Context

* Assessing risk within augmented reality-equipped socio-technical systems
* What is effect of augmented reality?

* What kind of new faults leading to human failures would be introduced to the
system because of using augmented reality ?
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Problem

* If we consider a human as a composite component, within a component-based system,
representing a socio-technical system:
* a human failure is a deviation in human functioning from correct to incorrect functioning and

 the cause for the human failure is/are fault(s), which would be internal or external. Internal fault is
failure in another subcomponent of the human component itself.
another component, which its output is input for the human component.
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Problem

e Current state-of-the-art fault taxonomies do not consider augmented reality effects and new
types of faults that would cause human failures because of using these new technologies.
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Risk-related causality chain in socio-technical systems.
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Extension of faults taxonomy towards assessing risk

Extended SERA Faults Taxonomy
1
[ I |

Faults in pre-condition to active failures Organizational Command,
| |' | influences faults Control and
Working Task faults Personnel faults I Supervision faults
condition faults I — Mission faults P—
— Time pressure —| Physiological faults — Forming intent
_ fauks || u Provision of B faults
| | Equipment =u Physiclogical health measure faul resources faults
faults —— [Salamonetal, 2018] ——
Objectives ) Com munication of
— Psychological faults | | Rules and L1
| | WD‘FI";. Ep ace fau ItE ______________________________________________________ FEELI|E1I-IDF|5 fau H:E IntE nt fau hE
faults Psychological health measure faults .
AR-guided task = £ TSaEmon et aF, 2018] Crzanizational ] Meonitoring and
Environment faults — Social faults L processes and supervision faults
fauls [Condlno et all 2019] """"""""""""""""""""""""""" - practices faukls
Social presence faults
tjM|IIer et al, 2019] —
Augmented N bilty faults | Organizational
environment ysical capability fau climate faults
fau H:? Brain elicitation fauls =t fault
[Gutierrezetal; 2014] 00| e JHeather; 2018] | Oversight rauits
— Personnel readiness faults Drg amzatmnalﬁ.ﬂ
— Training & selection faults adoption faults
“[Chandar, Kumar, 2018]
Interactive training & selection faults
TLee, 2012]
Adapted from [Hendy, 2003] — Qualification & authorization faults
_ TN TAMPERE
HZQZO MSCA-ITN-2017 $ TOVERSTT i
Project number: 764951 TECHNOLOGY



Next steps

* As an ongoing work, we considered other state-of-the-art fault taxonomies and
prepared a classification to have the extension on that [Sheikh Bahaei, Gallina, 2019c].

* In the future, this taxonomy can be used for extending modeling elements of
influencing factors on human failures in SafeConcert [Montecchi, Gallina, 2017],
which is a metamodel for modeling technical and socio entities in socio-technical
systems.

* Extended modeling elements can be used as the foundation of risk analysis tools
such as Concerto-FLA [Gallina et al, 2014], which is a risk analysis tool for socio-
technical systems.

This work is funded by EU H2020 MSC-ITN grant agreement No 764951.
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Thank you

* The poster is presented outside.
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