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Abstract. Log files are essential for monitoring, diagnosing, and trou-
bleshooting smart systems, capturing critical operational events. How-
ever, privacy concerns and limited access to real-world log datasets hinder
the development and evaluation of anomaly detection techniques. Syn-
thetic log generation has emerged as a viable solution to this challenge,
enabling researchers to create diverse datasets that include both normal
and fault-related logs. In this paper, we introduce novel methodologies for
generating synthetic log files using Generative Adversarial Networks and
Large Language Models. First, we propose a GAN-based approach, lever-
aging different GAN implementations to produce high-quality synthetic
logs. A comprehensive evaluation reveals that CTGAN outperforms other
models in generating realistic and varied log entries. Building on these
findings, we present LogGenST, an innovative synthetic log generation
framework that employs three LLMs in an adversarial setup. Unlike tra-
ditional GAN-based methods, LogGenST features a unique Prompt En-
gineer LLM that refines prompts based on feedback from generator and
discriminator LLMs. This approach ensures temporal consistency, logi-
cal coherence, and domain-specific patterns without requiring extensive
model training. Comparative analysis shows that LogGenST significantly
enhances log authenticity, pattern consistency, and fault representation,
supporting advanced smart-troubleshooting experimentation in indus-
trial cyber-physical systems and the Internet of Things.

Keywords: Generative Adversarial Network · Synthetic Data · Log
Files · Industry 4.0 · Smart-Troubleshooting · Large Language Models.

1 Introduction

As technology rapidly advances, systems and applications become increasingly
complex, resulting in a diverse array of anomalies that include faults, errors, and
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failures [1]. Faults refer to defects in a system that may cause errors, errors are
deviations from expected behavior, and failures occur when a system’s intended
function is not performed. Anomalies are challenging for humans to detect be-
cause of system complexity, large data volumes, and dynamic environments [2].
Smart-troubleshooting is a method that involves collecting critical data from
various interconnected devices, analyzing this data for anomaly detection and
prediction, and integrating it with troubleshooting guidelines and software solu-
tions [3]. Compared to traditional troubleshooting, which often relies on manual
diagnostics and is reactive in nature, smart-troubleshooting offers a more proac-
tive and automated approach, significantly enhancing the speed and accuracy
of problem resolution [3]. Log files are central to smart-troubleshooting, as they
play a crucial role in tracing the status of systems, applications, or devices and
recording critical events. This data assists administrators in effectively diag-
nosing anomalies, including system bugs, failures, and errors [4]. There exists
a multitude of anomaly detection techniques grounded in the analysis of log
files. The utilization of log files for anomaly detection is often hindered by sev-
eral issues, including the followings. First, the presence of sensitive information
within them [5]. Due to privacy concerns and data protection regulations, many
companies are reluctant to share log file data publicly [6]. Additionally, despite
numerous systems generating large amounts of log data, there are very few pub-
licly available log files labeled with error or failure information [7]. The lack of
publicly available and usable datasets of log files makes new anomaly detection
methodologies grounded in the analysis of log files less reliable due to a lack of
proper validation. Specifically, the absence of large-scale benchmark datasets for
software engineering research is a well-known problem, as highlighted in several
studies [8].

In previous paper [9], the problem of generating synthetic log files was tack-
led using Generative Adversarial Networks (GANs). The proposed methodology
utilized GANs, including VanillaGAN, CTGAN (Conditional Tabular GAN),
and SeqGAN (Sequential GAN), to generate realistic synthetic logs tailored for
troubleshooting in Industry 4.0. These GAN-based approaches ensured that the
generated logs mirrored the statistical properties and patterns of real-world logs.
Specifically, VanillaGAN served as a baseline model, CTGAN was optimized for
tabular data generation, and SeqGAN targeted the sequential characteristics of
log data. The study also provided a comparative analysis of these GAN architec-
tures and demonstrated their applicability in generating high-quality synthetic
logs. To foster transparency and reproducibility, a replication package was made
publicly available, enabling further validation by the research community.

Building on the foundation established in previous research, this work extends
the synthetic log generation methodology by introducing LogGenST, a novel
approach that addresses key limitations of GAN-based methods. Traditional
GAN models often rely on extensive training data or predefined templates, which
limit their adaptability and scalability in diverse industrial scenarios. LogGenST
overcomes these challenges by incorporating a Large Language Model (LLM)-
based adversarial framework into the log generation pipeline.
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LogGenST integrates three specialized LLMs into its architecture: the Gen-
erator LLM (G-LLM), which produces synthetic logs, and the Discriminator
LLM (D-LLM), which evaluates the authenticity of the generated logs. This
adversarial framework eliminates the need for conventional training processes
or predefined templates, ensuring scalable and adaptable log generation with
minimal setup. By leveraging the advancements in LLMs, LogGenST achieves
high-quality log generation that goes beyond the capabilities of GAN-based sys-
tems, offering a more flexible and efficient solution for synthetic log generation
in Industry 4.0.

This paper introduces a novel extension to prior work by unifying GANs and
LLMs into a cohesive framework for synthetic log generation. While GANs laid a
solid foundation for generating realistic logs in previous work [9], the integration
of LLMs in LogGenST represents a significant advancement, enhancing both
the scalability and adaptability of the log generation process. This innovative
hybrid approach not only improves the quality and efficiency of generated logs
but also addresses key limitations of traditional methods, marking a substantial
contribution to the state-of-the-art in smart troubleshooting methodologies.

2 Preliminaries and related work

In this section, we provide background information to support the context of
our paper, including foundational concepts and relevant studies. Additionally,
we discuss related work to offer a comprehensive understanding of the current
state of research in topics relevant to our study.

2.1 Log Files

There is a wide range of formats for different systems that generate and utilize
log files. The created content depends on the specific domain that a system or
application is built for. The diversity in log file types is crucial for generating
synthetic log files, as it ensures that the synthetic data can accurately reflect
the variety of real-world scenarios and patterns [10]. Some common types of log
files include the following. System logs record events related to the operating
system, such as startup/shutdown sequences, hardware errors, and system re-
source usage [11]. Application logs are generated by software applications, which
capture information about all user interactions, containing errors, warnings, and
other relevant events within the application [12]. Access logs record all requests
made by the system or user, accessing individual files, in connection to a request
from a system [13]. Security logs document the status of a system and signifi-
cant security events. These logs assist security experts in identifying intrusions
and compromises, providing valuable insights into the overall system status [14].
Server logs files, or sets of files, are automatically generated and maintained
records of the activities performed by a server. An example of this is the web
server, which keeps a history of page requests[15].
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2.2 Generative Adversarial Networks

Synthetic data generation creates artificial datasets to address challenges in ob-
taining real data, such as privacy concerns or data scarcity just like lack of public
log files. Traditional methods cannot often replicate key statistical properties of
the original data. Machine Learning (ML) and Deep Learning (DL) offer inno-
vative approaches by automatically learning patterns from existing data. ML
and DL models can capture distribution, patterns, and correlations, providing
statistical fidelity to the original dataset. They require fewer user-defined rules,
are flexible across domains, scalable for large datasets, and aid in privacy preser-
vation e.g. in the case of customer data. However, challenges like over-fitting and
data diversity need consideration in implementing ML and DL for synthetic data
generation [16]. A productive method for acquiring knowledge about generative
models involves utilizing the GANs framework, proposed by Goodfellow et al. in
2014 [17]. GAN functions essentially as follows: the underlying data distribution
is modeled by a generative model, represented by G. On the other hand, a dis-
criminative model, represented by the letter D, is responsible for determining the
probability that a particular sample comes from the training data rather than
from G. G is trained by maximizing the likelihood that D will classify samples
incorrectly. This framework can be thought of as a two-player minimax game
until it reaches Nash equilibrium [17]. The loss function for a GAN consists of
two components: the generator loss (LG) and the discriminator loss (LD). The
loss function for the generator can be formulated as:

LG = −Ez∼p(z)[logD(G(z))]

where:

– z is a random noise vector sampled from a prior distribution p(z).
– G(z) represents the generated data by the generator.
– D(G(z)) is the discriminator’s output when fed with the generated data.

The loss function for the discriminator can be formulated as:

LD = −Ex∼pdata(x)[logD(x)]− Ez∼p(z)[log(1−D(G(z)))]

where:

– x represents real data samples.
– D(x) is the discriminator’s output when fed with real data.

The discriminator aims to maximize LD, while the generator aims to minimize
LG.

Basic GAN, CTGAN [18], and SeqGAN (GRU-based) [19] were chosen for
their ability to address the unique aspects of log data. Basic GANs offer a fun-
damental approach, making them valuable for establishing a baseline under-
standing. CTGAN excels in processing tabular and categorical data, making it
highly suitable for structured datasets. SeqGAN, enhanced with GRU, is specif-
ically tailored for managing sequential data. Although other variants such as
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WGAN-GP or StyleGAN may provide additional advantages, we selected these
models for their comprehensive capability to meet the diverse needs of log data
generation, particularly their proficiency in handling both categorical and se-
quential data types. While the use of GANs in our project came with higher
CPU and memory costs during the training phase, the investment was justified
by the superior quality and realism of the synthetic data generated. The infer-
ence phase of GANs was relatively efficient, making them practical for generating
large amounts of synthetic data once trained. By balancing the computational
costs with the quality of synthetic data, our choice of GANs provided signifi-
cant advantages, especially given the complexity and diversity of the data types
we were working with. This approach ensured that we could generate realistic
and high-quality synthetic data, which was crucial for achieving our research’s
objectives.

2.3 Large Language Models

Large Language Models (LLMs) have revolutionized the field of natural lan-
guage processing (NLP) by demonstrating remarkable capabilities in tasks such
as text generation, classification, summarization, and question answering. These
models, often comprising billions of parameters, leverage extensive pre-training
on diverse datasets to capture linguistic patterns and contextual semantics [20].
Their capability to produce coherent and contextually relevant text has facili-
tated applications spanning conversational agents, content creation, data syn-
thesis, and augmentation. Recent research has investigated the use of LLMs to
generate synthetic datasets for training smaller, task-specific models, enhancing
data and computational efficiency in resource-constrained environments [20]. For
example, iterative data synthesis approaches reduce the distribution gap between
synthetic and real-world data by dynamically refining datasets based on model
feedback, leading to improved performance [20].

Furthermore, approaches utilizing federated learning and differential privacy
have enabled the deployment of LLMs in privacy-sensitive applications, such as
mobile keyboards, while preserving user data confidentiality [21]. These advance-
ments underline the potential of LLMs to enhance both data quality and model
performance, making them integral to modern artificial intelligence pipelines. De-
spite their strengths, LLMs face challenges related to distribution mismatches,
bias, and noise in synthetic data, which can affect model reliability [20]. Ad-
dressing these issues often involves prompt engineering, filtering mechanisms,
and iterative refinement strategies to ensure high-quality data synthesis and
adaptation to target domains [20]. As research progresses, novel methodologies
combining synthetic data generation, error extrapolation, and privacy-preserving
mechanisms continue to enhance the performance and usability of LLMs across
diverse domains. These advancements not only improve data efficiency but also
demonstrate the broader potential of LLMs as foundational tools for modern
artificial intelligence systems [21].



6 F. Author et al.

2.4 Related work

The state-of-the-art methods in synthetic log file generation are either based
on systematic approaches or generative models. The first method involves sys-
tematically generating synthetic log data that replicates the behavior of linear
program execution logs, incorporating both normal operations and various types
of anomalies to create a comprehensive dataset for testing anomaly detection al-
gorithms. For example, a method is proposed to synthetically generate a log
dataset that mimics the behavior of a linear program execution log file, in-
cluding both normal and anomalous behaviors. The method involves simulating
multiple program executions of a machine, with each execution consisting of a
sequence of steps and possible errors [22]. However, a drawback of this approach
is that synthetic data may not capture all the complexities and unpredictabilities
of real-world data, potentially limiting the generalizability of research findings
based on this dataset. The use of Generative models to generate synthetic log
files is another innovative method that tackles the issue of insufficient labeled log
data for training anomaly detection models. For instance, in a research, a gen-
erative model was used to create adversarial log files with subtle modifications
designed to evade anomaly detection systems. The primary goal of employing
this generative model is to demonstrate the vulnerabilities in current log parsing
tools and show how adversaries can manipulate logs to avoid detection, thereby
compromising the security and reliability of system log analysis [7]. Its focus is
on log parsing and log structure rather than on the dataset itself.

In a research conducted by Kim et al., a Deep Neural Network (DNN) model
was utilized to generate synthetic density log data for wells in the Golden field,
Alberta, Canada. The primary purpose of employing this generative model is to
address the data shortage problem commonly faced in reservoir modeling due
to the high costs and logistical challenges of acquiring well log data through
drilling [23]. Wurzenberger et al. employed a generative model to create syn-
thetic log files by utilizing log line clustering and Markov chain simulation. This
model generates Network Event Sequence (NES) data that accurately reflects
actual system behavior by using a small set of real network data as input. The
main purpose of this approach is to produce realistic synthetic log data for eval-
uating and testing security and network analysis tools offline, ensuring these
tools can manage the complexities of real-world data without compromising
the integrity of a live network [24]. While Markov chains are useful for certain
types of synthetic data generation, especially when the system has simple and
well-defined transitions, they are less powerful compared to GANs for handling
complex data [25].

Regarding the use of GANs in this research area, Chen et al. propose a
framework using GAN to address the imbalance problem in network threat de-
tection datasets, particularly those with few-shot samples. The method involves
generating synthetic samples through GANs to augment the small number of
malicious logs, network traffic data, and other cyber threat-related data [26].
Compared to the research discussed, our work focuses on generating synthetic
logs for a broader range of applications, including system monitoring and oper-
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ational analysis, rather than being confined to security threats. Therefore, our
approach extends beyond addressing few-shot problems and specific security sce-
narios.

Generally, prior work in synthetic log generation has focused on several ap-
proaches:

1. Traditional Methods: Traditional methods for log generation have relied on
predefined rules and structured frameworks. Rule-based generation systems
operate by defining explicit conditions and rules to create logs based on
domain-specific requirements. These systems are straightforward but often
lack flexibility when dealing with complex patterns or anomalies. Template-
based approaches extend this concept by using predefined templates that
incorporate placeholders, enabling faster log generation with minimal cus-
tomization. However, they struggle to capture the diversity and variabil-
ity found in real-world logs. Statistical modeling methods, such as Hidden
Markov Models (HMMs) and n-grams, leverage probabilistic techniques to
simulate patterns observed in log data. While these methods provide some
adaptability, they are often limited by the need for large training datasets
and may fail to generalize effectively in dynamic environments.

2. Machine Learning Approaches: Modern machine learning methods have sig-
nificantly advanced log generation by capturing complex dependencies and
patterns. GAN-based architectures use a generator-discriminator framework
to produce synthetic logs that closely resemble real data, leveraging adversar-
ial training to improve authenticity. Sequence-to-sequence models, including
recurrent neural networks (RNNs) and transformers, generate logs by learn-
ing sequential dependencies, making them effective for capturing time-series
patterns and contextual information. Variational autoencoders (VAEs) of-
fer another powerful approach, encoding input data into a latent space and
generating outputs by decoding sampled latent variables, thus supporting di-
verse and flexible log synthesis. These techniques address many limitations
of traditional methods, providing higher adaptability and scalability.

3. Recent LLM Applications:
Recent advancements in large language models (LLMs) have further revolu-
tionized log generation by leveraging pre-trained models capable of under-
standing and generating human-like text. Single LLM generation approaches
use powerful models such as GPT to generate logs directly, reducing the need
for extensive training on task-specific data. Prompt engineering techniques
enhance the performance of LLMs by designing input prompts that guide
the model to generate logs with specific structures and characteristics, en-
abling customization for different scenarios. Fine-tuning approaches adapt
pre-trained LLMs to domain-specific tasks by updating model weights with
task-relevant datasets, ensuring greater accuracy and contextual relevance.
These methods provide scalable and flexible solutions for generating logs that
closely mimic real-world data, making them particularly suitable for modern
troubleshooting and diagnostic applications. This evolution from traditional
systems to advanced LLM-based approaches highlights the increasing so-



8 F. Author et al.

phistication of log generation methods, enabling more accurate, diverse, and
scalable solutions for complex systems.

3 Methodology

In this section, we explained methodology proposed to this purpose. The
sequence diagram in Figure 1 illustrates the process of log generation, verifi-
cation, and refinement involving multiple components: the user, LogSynthe-
sizer, LogVerifier, Hadoop, and Metrics. The process begins when the user
initiates log generation, prompting the LogSynthesizer to fetch data from
Hadoop via the LogVerifier. After receiving a response, the LogSynthesizer
generates logs, which enter a feedback loop for refinement. During this loop,
logs are iteratively refined based on feedback from the LogVerifier until they
meet the required standards. Once the logs are finalized, they are sent to
both the Metrics and Hadoop systems for evaluation and comparison with
real data. Metrics processing occurs in parallel, analyzing generated logs
against real data to validate performance and accuracy. The process con-
cludes when the logs are verified, and the results are communicated back to
the user, ensuring iterative improvements and high-quality log synthesis.
Overview LogGenST consists of three main components working in an ad-
versarial setup:

3.1 Component roles

Generator LLM (G-LLM): G-LLM plays a critical role in the log generation
process by handling multiple key responsibilities. It receives refined prompts
from the Prompt Engineering LLM (PE-LLM) to guide the generation of
synthetic log entries. G-LLM ensures that the generated logs maintain tem-
poral and causal relationships, preserving logical sequences and dependencies
within the data. Additionally, it incorporates system-specific patterns, align-
ing the synthetic logs with the structural and contextual characteristics of
real-world data, thereby enhancing authenticity and usability.
Discriminator LLM (D-LLM): D-LLM serves as a critical evaluation compo-
nent in the log generation process, ensuring the quality and authenticity of
synthetic logs. Its primary functions include analyzing the generated logs by
comparing them against real examples to assess their accuracy and consis-
tency. The D-LLM provides detailed feedback on authenticity, highlighting
specific issues and suggesting improvements to refine the logs further. Addi-
tionally, it identifies patterns or anomalies that may deviate from real-world
data and assigns quality scores to the generated logs, enabling continuous
enhancements and ensuring high standards in log generation.
Prompt Engineer LLM (PE-LLM): PE-LLM plays a pivotal role in optimiz-
ing the log generation process by facilitating effective communication be-
tween the Generator LLM (G-LLM) and the Discriminator LLM (D-LLM).
Its core responsibilities include analyzing feedback provided by the D-LLM
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Fig. 1. Overview of proposed LogGenSt process

to identify areas for improvement in the generated logs. Based on this analy-
sis, the PE-LLM refines prompts for the G-LLM, ensuring they are tailored
to produce more accurate and authentic outputs. It maintains the quality
of prompts by iteratively enhancing their structure and content, promoting
consistency and relevance. Additionally, the PE-LLM drives continuous im-
provement, enabling adaptive refinements to achieve higher standards in log
generation over successive iterations.

3.2 System architecture

Adversarial Process: The project relies on several Python libraries to im-
plement its functionality and evaluation processes. The replicate library is
used to interface with the Replicate API, enabling seamless integration with
large language models (LLMs). For data visualization, matplotlib is em-
ployed to create graphical representations of performance metrics, providing
clear insights into trends and improvements. Additionally, sklearn is utilized
to compute key evaluation metrics, including precision, recall, and F1 score,
ensuring robust performance assessment throughout the log generation and
validation process.



10 F. Author et al.

Figure 2 demonstrates the initial setup required for a Python script to per-
form log generation and evaluation using machine learning techniques. It
begins by importing essential libraries, including os for environment vari-
able management, replicate for interfacing with the Replicate API to access
LLMs, random for generating random numbers, and matplotlib.pyplot for
data visualization. Additionally, it imports precision, recall, and F1 score
metrics from sklearn.metrics, which are critical for evaluating model perfor-
mance. The snippet also sets the environment variable REPLICATE with
a placeholder API token, enabling secure authentication with the Replicate
service. This setup ensures seamless integration with external APIs and pro-
vides the tools necessary for generating, visualizing, and assessing synthetic
logs.

Fig. 2. Key Setup Code.

4. Log Generation
Figure 3 defines a function called call generator replicate, which interacts
with the Replicate API to generate synthetic logs using a large language
model (LLM). The function initializes a client connection to the Replicate
service by retrieving the API token from the environment variable REPLI-
CATE API TOKEN. It then sends a request to the specified LLM model,
meta/meta-llama-3-8b-instruct, with the provided prompt as input. The re-
sponse from the API is processed by concatenating all parts into a single
text string. Finally, the function filters and returns non-empty lines from
the generated response after stripping any whitespace. This implementation
effectively utilizes the Replicate API for dynamic log generation, enabling
seamless integration with advanced language models to produce structured
and contextually relevant synthetic logs.

5. Log Validation
Figure 4 defines a function, analyze logs with discriminator, designed to val-
idate and analyze generated logs using a discriminator model. It constructs
a detailed prompt by combining a predefined DISCRIMINATOR PROMPT
with the provided logs, ensuring context for analysis. The function initializes
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Fig. 3. Log Generation Code.

a connection to the Replicate API using an API token stored in the envi-
ronment variable REPLICATE API TOKEN. It then sends the constructed
prompt to the meta/meta-llama-3-8b-instruct model for processing. The re-
sponse, which contains the analysis results, is returned as a concatenated
string. This approach leverages the discriminator’s capabilities to evaluate
log authenticity, highlight anomalies, and provide feedback for improving log
quality.

Fig. 4. Log Validation Code.

4 Experimental Setup

We chose two datasets of real log files from various sources to serve as the train-
ing data for our GAN models. These log files include a variety of faults, errors,



12 F. Author et al.

and failure patterns typical of industrial applications. The dataset was prepro-
cessed to standardize the log formats. Then, three GAN models were selected for
this study and tailored for log file generation to meet our specific requirements.
These models were then trained using adversarial methods, where the genera-
tor and discriminator networks were iteratively refined to achieve the desired
quality of synthetic log files. This training process ensured that the generated
logs closely mimicked the characteristics and patterns of the real log data. In the
next step, we evaluated our results using these metrics: Generator Loss, Discrim-
inator Loss, F1 score, precision, recall and Cumulative Sum (Cumsum) Plots.
Generator Loss assessed the quality of the synthetic log entries, while Discrim-
inator Loss evaluated the accuracy of distinguishing real from synthetic logs,
with balanced discriminator losses being desirable. Cumsum Plots provided a
visual comparison of the distributions of real and synthetic log data, helping to
identify any discrepancies.

4.1 Dataset

We used publicly available dataset as input to our GANs. The logs include data
from various systems such as Hadoop Distributed File System (HDFS)4 and
ZooKeeper5. Apache Spark

4.2 Architecture of proposed GANs

In this subsection, we will define the architecture of our customized GAN models.
Vanilla GAN: First, we customize the GAN for our dataset as it is shown

in Table 1. Both the Discriminator and Generator models utilize a series of
dense layers with ReLU activation for the intermediate layers to ensure non-
linearity. For the output layers, we use specialized activation functions (Tanh
for the Generator and Sigmoid for the Discriminator)to suit their specific tasks
within the GAN framework.

Table 1. Vanilla GAN Generator, Discriminator Model Architecture

Layer Type Units Input Shape Activation

G
en

er
at

or Dense 128 (input_dim,) relu
Dense 64 (128,) relu
Dense 32 (64,) relu
Dense output_dim (32,) relu

D
is

cr
im

in
at

or Dense 128 (input_dim,) relu
Dense 64 (128,) relu
Dense 32 (64,) relu
Dense 1 (32,) sigmoid

4 https://github.com/logpai/loghub/tree/master/Hadoop
5 https://github.com/logpai/loghub
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CTGAN: The table 2 describes the CTGAN architecture. The Generator
starts with an input layer for the latent vector, followed by dense layers with 256
and 128 units using ReLU activation, interspersed with batch normalization and
dropout layers. The final layer uses Tanh activation to produce the output. The
Discriminator begins with an input layer, followed by dense layers with 256 and
128 units using ReLU activation, and dropout layers to prevent overfitting. The
final layer uses Sigmoid activation to output a probability score, distinguishing
real from generated data.

Table 2. CTGAN Generator, Discriminator Model Architecture

Layer Type Units Output Shape Activation

G
en

er
at

or

Input - (latent_dim,) -
Dense 256 (256,) relu
BatchNormalization - (256,) -
Dropout - (256,) -
Dense 128 (128,) relu
BatchNormalization - (128,) -
Dropout - (128,) -
Dense output_dim (output_dim,) tanh

D
is

cr
im

in
at

or

Input - (input_dim,) -
Dense 256 (256,) relu
Dropout - (256,) -
Dense 128 (128,) relu
Dropout - (128,) -
Dense 1 (1,) sigmoid

SeqGAN: Table 3 describes the SeqGAN model architecture for both the
Generator and Discriminator. The Generator starts with an input layer followed
by GRU layers with units decreasing from 256 to 32, each with batch normal-
ization, LeakyReLU activation, and dropout layers. The final layer uses Tanh
activation for output. The Discriminator also begins with an input layer, followed
by GRU layers with units decreasing from 256 to 32, with LeakyReLU activation
and dropout layers. The final dense layer uses Sigmoid activation to output a
probability score. This architecture uses GRU layers for sequential data, with
activation and regularization techniques to improve performance and robustness.

The a priori hypothesis is that CTGAN would perform well due to its specific
design for handling tabular and categorical data, which aligns well with log data
characteristics. SeqGAN (GRU-based) was expected to capture the sequential
dependencies effectively. These approaches were selected based on their compat-
ibility with the nature of log data, aiming to leverage their strengths in modeling
the unique properties of log datasets.
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Table 3. SeqGAN Generator, Discriminator Model Architecture

Layer Type Units Output Shape Activation

Input - (input_dim, 1) -
GRU 256 (input_dim, 256) -
BatchNormalization - (input_dim, 256) -
LeakyReLU - (input_dim, 256) -
Dropout - (input_dim, 256) -
GRU 128 (input_dim, 128) -
BatchNormalization - (input_dim, 128) -
LeakyReLU - (input_dim, 128) -
Dropout - (input_dim, 128) -
GRU 64 (input_dim, 64) -
BatchNormalization - (input_dim, 64) -
LeakyReLU - (input_dim, 64) -
Dropout - (input_dim, 64) -
GRU 32 (32) -
BatchNormalization - (32) -
LeakyReLU - (32) -
Dropout - (32) -
Dense(Generator*) output_dim (output_dim) tanh
Dense(Discriminator*) 1 (1) sigmoid

5 Results

This section highlights the performance trends observed during the iterative
rounds of log generation and classification. The analysis distinguishes between
real logs, sourced from authentic Hadoop datasets, and synthetic logs, synthe-
sized by G-LLM and classified using D-LLM. Figure 5 illustrates the perfor-
mance metrics—Precision, Recall, and F1 Score—evaluated over five rounds of
log generation and refinement. The Recall metric consistently achieves the high-
est values, peaking at approximately 0.95 in the second round before slightly
declining but remaining above 0.91. The F1 Score follows a similar trend, reach-
ing its maximum around 0.91 in the second round and then fluctuating slightly in
subsequent rounds. Precision, while starting lower, peaks near 0.88 in the second
round and experiences moderate variations across the remaining rounds. These
trends highlight the system’s ability to refine logs iteratively, achieving signifi-
cant improvements early in the process and stabilizing performance over time.
The variations also emphasize the need for continued optimization to maintain
consistency and maximize overall performance across all metrics.

Figure 6 visualizes the performance metrics—Precision, Recall, and F1 Score—across
five rounds of log generation and refinement. Each cell displays the numeri-
cal value of the respective metric, with colors representing the score intensity
based on the accompanying color bar. Darker shades indicate higher scores, while
lighter shades correspond to lower values. Notably, Recall consistently achieves
higher scores compared to Precision and F1 Score, peaking at 0.950 in Round 2
and maintaining high values throughout the iterations. F1 Scores also follow a
similar trend, reflecting improvements in balancing precision and recall, reach-
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Fig. 5. Classification Metrics Over Time.

ing 0.913 in Round 2 and stabilizing in subsequent rounds. This visualization
highlights the iterative refinement process, demonstrating enhanced log quality
early on, followed by slight fluctuations, which emphasize the need for further
optimization to maintain consistency across rounds.

5.1 Evaluation Metrics

Each round of log generation and validation evaluates system performance by
producing predictions and calculating key metrics. precision measures the pro-
portion of correctly identified real logs out of all predicted real logs, while recall
assesses the proportion of correctly identified real logs relative to all actual real
logs. To balance these measures, the F1 Score, which represents the harmonic
mean of precision and recall, is also computed. These metrics are tracked and
visualized across multiple rounds, enabling the monitoring of performance trends
and improvements as the system undergoes iterative refinements. The visualiza-
tions provide insights into the model’s ability to generate and classify logs more
accurately over time, showcasing its adaptability and effectiveness in handling
log authenticity tasks.
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Fig. 6. Metrics Heatmap by Round.

6 Discussion

The proposed framework for synthetic log generation and validation demon-
strates several advantages, yet it also presents challenges and limitations that
need to be addressed for broader applicability.

One of the key strengths of the framework is Automated Prompt Refine-
ment, which leverages iterative feedback loops to dynamically adjust prompts
based on discriminator evaluations. This automation reduces manual interven-
tion, ensuring that logs are continuously refined and improved. Additionally, the
framework supports Continuous Quality Improvement by integrating evaluation
metrics, enabling it to adapt and evolve over multiple iterations to produce more
accurate and realistic logs. Another important feature is Explainable Changes,
which provide transparency by highlighting specific refinements made during the
process. This ensures traceability and improves trust in the generated outputs.
Furthermore, the framework offers Flexible Adaptation, allowing it to accom-
modate diverse log formats, domains, and system requirements. Its ability to
modify prompts and integrate domain-specific knowledge makes it versatile for
different use cases.
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Despite these strengths, the framework faces several challenges. Prompt Con-
vergence can be a complex task, as ensuring that prompts converge to opti-
mal configurations may require multiple iterations and fine-tuning. Maintaining
Quality Consistency across logs is another challenge, as variations in inputs or
prompts can lead to fluctuations in output quality. Performance Optimization
remains a critical area, particularly for reducing processing time and compu-
tational overhead while sustaining high performance. Additionally, Cost Man-
agement must be carefully handled, as frequent API calls and evaluations can
result in increased operational expenses, making scalability a concern for larger
deployments.

Alongside challenges, the framework has inherent Limitations that need to
be considered. API Rate Limits imposed by service providers may restrict the
number of requests that can be processed within a given timeframe, impacting
scalability. Response Time Latency can also be a bottleneck, especially when
dealing with large datasets or complex prompts, potentially delaying the refine-
ment process. Moreover, Context Window Constraints in LLMs limit the amount
of data that can be processed in a single prompt, posing difficulties in handling
logs with extensive contextual dependencies or multi-step sequences.

While the framework offers significant advantages through automation, adapt-
ability, and continuous improvement, it also faces challenges related to perfor-
mance and cost optimization. Furthermore, limitations like API constraints and
latency highlight areas for future enhancement. Addressing these challenges and
limitations will be essential to ensure broader adoption and scalability of the
framework in real-world applications.

7 Conclusions and Future Work

In our previous work, we addressed the challenge of public log data scarcity
from heterogeneous interconnected devices by leveraging GANs to synthesize re-
alistic log files. This approach was particularly valuable for generating log data
tailored for smart-troubleshooting, ensuring the synthetic logs captured faults,
errors, and failures in patterns resembling real-world scenarios. Specifically, we
employed Vanilla GAN, CTGAN, and SeqGAN to generate synthetic logs, with
CTGAN demonstrating the highest performance in producing high-quality data.
This work laid a solid foundation for enhancing the reliability and efficiency of
synthetic log generation, paving the way for scalable and effective diagnostics
in industrial applications. Despite these promising results, challenges such as
improving data accuracy, ensuring fairness, and addressing privacy concerns re-
mained key areas for further development.

Building upon this foundation, we developed LogGenST, an advanced and
adaptable framework for synthetic log generation that integrates LLMs to over-
come some of these challenges. LogGenST employs a novel approach by com-
bining generator and discriminator LLMs with iterative prompt engineering,
achieving high authenticity without requiring extensive model training. This
method significantly reduces the computational overhead while maintaining the
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quality and contextual relevance of the generated logs. Through this approach,
LogGenST provides a flexible and scalable solution for generating logs across
various domains, facilitating improvements in software testing and development
processes.

The iterative prompt engineering used in LogGenST enables dynamic refine-
ment of synthetic logs, allowing the system to adapt to different error scenarios
and data formats. By leveraging LLMs, LogGenST captures complex patterns
and anomalies in logs, closely mimicking real-world data distributions. This
adaptability makes it particularly suitable for scenarios where data diversity
and authenticity are critical, such as testing distributed systems and debugging
software pipelines.

Future work will focus on expanding support for multi-system log formats,
incorporating domain-specific knowledge for error simulation, and automating
feedback analysis through advanced prompt engineering techniques. Further en-
hancements will address scalability, privacy, and fairness concerns, ensuring the
generated logs maintain high quality and relevance across diverse scenarios. By
exploring reinforcement learning and real-time log generation, LogGenST aims
to become a more versatile tool for modern log generation and troubleshooting
challenges.
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